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APPLICABILITY

The IT Polcy apphes fooall coblege fcalty, stoll ond siudents and oll ahers osing the IT resources,
whether persomnlly ar of college owned, which woess, mansmigy stiome vanoas types of relabd
i Fornetien

OBIECTIVES

Each wser of the College Infonmation Resourees must ensure that o s esed Tor promoung the massion. of
the Collepge twawunds teaching, learming, ressanch, and mdntimisimtion. n paicalar, the major objectives of
this docuwmsnl are

* To ensure the indegrity. relisbibity, availabibity, wnd sepenor performmmee of the Collepe 1T
Syslems.

e Tooensuee that the IT resources protects the officisl e-identity (allocated by the College) of an
indivadus|

# To ensuere that all the wsers of the Colleee are responsible for adbeving 1o the procedures
governing the implementaion of this Policy document and any other matier mowdental 1o those
tules

NEED FOR I'T POLICY

s Raszically, the callepe 1T policy exists to maintain, secure, and ensare legal and appropriate ose of
Information technology infrastruciune established by the college on the campus

+« Thiz policy cstablishes College-wide  strabegies and  mesponstbilities  for profecting  the
Confidentiality, Integmty, and Avalabadity of the information assets that are sccesged, ereated.
mataged, and'or controtled by the Calleme,

s Information assers addressed by the policy include date, information systems, computers, nelwork
dewieas.

Tntranetd Internet services hove become most important resources o educational wstieion &
research organizmtions, Realizing the importance of these services, GNITS Awonomous college
estahlizhed basic notwork infra stucture n the F Block of the College,

Over the last few yeacs, notonly active users of e network fcilines have mereased neny Tolls
bt nlse the web-baged applications have increased. This i= o welcome change in ihe College™s academic
environment. Mow, the College has abowut P30 wireless network access points covering all departments
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s Thgee hosiels aercss the campos, Al the Gwully members vee this network for teachimg & fearmng
and redeanch

GRITS 2 peding it Internet leasad. ine from Foneer. Band widih availability Trom Fonee
souree iz TG Mbps. Sinoe oure B a0 Awanomons st Coaminaion: Branch s Baving separnie
3Mbpe brosd band bog from Act Fiber Metveork which can be used for critleal purposes in cose ol main
et conncetion disrmpiion.

Whale edueationdl institutions are '[:-I'IJ'l-':iI:|iI'I'=’, aecess b fdternel o the I'::.n.'1|.|'.!-.',_ afuielemis il w1l Ifll-:_'!u'
fnce cormin consiruints:

»  Limited Internes bund widsh.

o Limited infra strecture ke competers, computer Inborlories.

s Limiitend Reencial resoiiees by which Beulty, students and sl should be provided with te
petwstk Giedlities and

o Liititec techuticel mam poswer nesdisd for petwork managemcss.

O ene hand, resowees are non eestly available for expansion ro occommodats the contmuous rise m
Intemet nesds, on the other hend wneentrofled, uminiemupted, and free web access can give rfse Lo
activities that are meither related to Teaching/Tearming processes nor govemance of the College.

Al the wtset, we nesd toorecogmize the profleoms rebated (o unconirolled surfing by the wsers:

v Molonged or idarmitiont sucfing, affecting guzhiy of work
o Henvy down laads that lead to choking of avinlable band widih
o Conlidentisl infofmation being nede poblic,

With the extengive use of the Indernet, network performance sulfers in these wies;

¢  When compared fu the speed of Lecal Area Metwark (LAN], Intérnet traffic over te Wide Ates
Metwark (WAN) i3 a potential bottheneck.

*  When wsers are given Tree accesa o the Internet, non-critical dowoloads  maoy clog the traffic,
resuliing in poor Quality of Service (005 and affectmg entical nsers and apphcotions.

s When computer sysicins are petworked, virases thut pet into the LAN, through Intramet/ Internet,
spread rapidly tooall other computers on the net, explogting the valperabilities of the aperating
LYRIRINS,

& Too meny concerrent users, whe are on the high-speed LAN wying 1o access [nteroet resounces
through a lmited band widih, create siress on the Internet band width available,

o Every download adds 1w the wzaffic on the Intemet. This adds 1o costs and after & point, brings
down the Qunlity of Service. Reducing Intermet traffic

o Computer viruses attach themselves 1w files. spread quickly when files are sent to athers and ane
difficull to cradicate. Ssome con duwmage the files ws well as reformat the hard deive, cansing
extenzve loss o the enterprise. Oihers sy ottach themselves o files and replicate themselves,
taking up network space snd slowang dowa the network.
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Apait frone this, plenty of emplosee time 35 Ked with o work swtton being scannad and gleaned of the
virus, Famils, umsife downbosd, by shaing amd swebsorfing accomt for most of Theviros msecks - on
networks. Onee they emter the penvork, viruses atoch themselves (o files, replicate guickly. and cinzse
uninld domage ta intesrmnatiicn on i ek, T |!q.'l1.' iy Rl diosvn o even h‘rils.lzl b sepwrk bo lsall,

Conrtaining o views onee 30 spreachs thiougls the petoark s n aneasy job, Flemy of man-houes and
posaibly dita are host in making the network safe noce move. So, preventing it s the carbest s eracial

Hewwee, o gecuring the nemwvork, Infernet Linkl by boen wking approprinke steps by instal ling
firewalls, cessscontrolling and ingtalling viens cheeking angd content filtering noliware at the pateway,

However, m the nhaeree ol clearly delfased 11 |"u.'l||l.'i..'=l- it I= extremely difficalt o copvinee usess
phant (e sieps that-are laken for mapaging the netwark.

Uioers sond to ek thst-seeh resirictions wre uiwananted, wepshificd, and infoogeg he. freedom
of sers. As [T wsers ane awitre, #l] e ediseatbul] mssntions. worldwide have IT polbeies mplanestod
i b pespective Hastisons,

Ba GHITS also is proposing e have its own 1T Policy that works o5 guidelines for wsing the
Collepe's computing faclities mcluding computer handware, software, email, information resources,
imiranet, anil Imtemet access focilitics, collectively called “Information Technology {ITY, Hence, this
docyment tries b propose some T policies amd guidelines thit would be relevast in the context of this
College.

While creuting these policies, every effort hes been made 10 have o carefin] balooce between
secrrity and the ability 1o condiet the fightful functiong by the users. Forther, due to the dynamic nitune
of the Informaiion Technology, bnfonmstion secunty in geneml amd therclore pelicies (at gavern
information security progess are also dyaamie mneniee, They meed webe reviewed on a regular basss and
modified to pefleet changing requircments of the TT user community. and opersting provedures. Furpose
of IT policy 15 ol direction and provide infarmation aboil acceplable actions and prohibited actions ar
puliey violations. Guidelines are created and provided o help organizotion, depatments and individunls
wheo are part af college conmumity o sndesstand how Callege policy applies o seme of the signillean
nreas aned focbring conformames with stted policies.

AREAR

IT USAGE AND PROHIBITIONS The users of the College shall make effectzee w=age of campus
collaboration  systemes, infernet, wirgless  pesources, official websites (including college  websiie,
Examimution server and e-cap server), and ERT solutions, Libmry resourees, The College sholl siresy
upon the users to comply with College policies and Legal obdigations {including liconses and contracts).

The College sholl strive 1o arrange Tor awareness programa 1o acquaint the nsees with the effective usage
of 1T resiiinees.

Prohitdted Use - The users shall not semd, view, or dewnload fmudulent, himssing, obscene, thresiomng,
of olher messages or molénal thet are a wickation of applicable law o College policy. Contributing 1o the

creation af o hostike academic orwork enviramment 15 profibised, Jr_vﬂf
g
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Copyrighis and Licemses - Vsers must oot violste copyeiehd low snd mest respeet leenses o cogomighned
it dnls. For the avpidnnee of doabd, anlibw el fle shimng using the Cellepe’s indonmation resonmees i o
vialation o this polidy

Soeial Media - Users omst abide by the roles of the College towards ihe usage of social networking ines,
ireiling Tists, news rootns, chad roomes and blogs.

Commereial Use - The College 1T resturces shall not be used Tor any commercial ssd prometionnl
purpokes, hrough advertizamens; solicisstions or any other message passing mediom, exoepd as permited
mnder Collepe rules

SECURITY AND INTEGRITY

Persenal Vse - The Cillege TT resources should wot be used for soimvibies vicldtinge the basic funcsiomhty
wnid reigsion of the College, except moo purely incidental manmmer.

The users omst refram from making any unaothorized access of mfeamaton o promaole scoore oocoss of
Motworl and Compatérs, The competenl system adommissiator mny access the infonnntion rescsrees for o

legitimale purpose.

Firewall - Additional procedures 10 mamtain g secured flow of eteenst aed antenset-based traffic in the
camyrus shall be managed throagh theuse of Unified Threat musazeeend {(frewall),

Antl-virus and sccority updates = The regular updation of the antievices policy and securty opdaies
sheuld be dome for the pritection of comiputing resources

I'T ASSET MANAGEMENT

Assel Management: The College shiall loy down pracesses fov ihe masiegemnent of hardware and
seffware asseds thar Jacitiintes e wvage of TT vesoarces Jn the Collegpe, This shall inclode provedures for
nparsergrivy Ehe paerelace, doplovient, mallenauee, wifizaffon, eoeegy eudit, ard disposal of soffueere and
Rardwore gpplications within e Callege,

Copving and Disfribuwiion: Thw College shall ensare that thera iz no viokiion o the copying and
distribution of proprictary and lcensed softwarne.

Risks: The Cellege shall empliasize on menagng the nisks involved for the usage of [T resources. This
shall nelude standand procedures or adentifecation, mizimmzation, ani monilerng of fsk ompact by
preventive and corrcetive measures. This should alse mclude procedurcs for tumely data backup,
replication and restormg pohicies, power backaps, audit policies, aliemate miemel connectivily Tor o Gl
solfe internel access,

Open-Sourer Asset: The College shall endeavor towards the promotion and effective usage of open

sofiwnges. .
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Colbege Governames = [he Coilege shall endeavor to orisare fapr Immpicreontinton of This aolley W med
with the obijemives of it formation The respomsibiline of e smmagersent of operanonal wspects of 17
resources s asper the hlernrdheal fow of the College povernamoe steclune. Thie redpective Heads of the
Departments shall he sesponsible for compliames with college policies relating to the usefownesship of
mlozmation resources, keepang in arimd e YViskon amd Mission of the College

WERSITE COMMITTEE at Cellege Lovel shull goondingte varous activities refated 1o the adberence
ol the TT Policy m association with the AL

Individual Users- the uaers are sulely responsble for the activities they perform, on Imstitute/Collepe
servers with the "User MamePusword” ond 1 Entemet Protocoladdresses assigned 1o them

YVICHLATION OF POLICY

Aty violation of the baswe ohpecivines and arees mentoned under the 1T Policy of the College shall be
considered as a viokitbon and as g misconduet and gross misconduct under Callege Rules.

IMPLEMENTATION OF POLICY
For implementation of this policy, the College will decide necessary rules from time o time
REVIEW AND MONITORING

The Policy docmment nasds 1o be reviewed at least onoe in two years and updated 1T required e
meet the pace of the advancements in the IT related developrment in the industry

Review af this policy document shull be dope by @ commitice chaired by Principal & WAL
Chotrmian of the Cellepe. The other members of the commitice shall comprise of the Websine committee
Head of the departments and other members as nommated by 1QAC
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